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Obligatory Background Slide

e Researcher in Google’s Project Zero team

e Specialize in Windows
o Especially local privilege escalation

e Never met a logical vulnerability | didn't like
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What I'm Going to Talk About

Some research on Windows 10 from the early preview builds
Why Windows 10 is awesome for security

Except for when it isn’t!

Very much looking at things from a local privilege escalation
perspective
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Windows Local Attack Surface

[ Kernel Services ] [ Win32k ] [Device Drivers]
SYSTEM Level -\

T ) ( NS *. .

Kernel

Sandboxed User Level
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Local System Vulnerabilities are Dead!

¥ Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-FITOPCQhuser]

File Options View Process

Find Users Help

CIEIEEERTE RN Y- Wi 1i]

1]

Process
| System Idle Process

CrU
3339

Private Bytes
oK

| Intemupts
[m=]smss exe

You'll need a new app to open this
calculator

B2 K
0K

[#=] taskhostw.exe
[#=]sihost.exe
[#z]svchost exe
" VBoxService exe
[5Z|svchost exe
[®z]svchost exe
[e=landindn exe

Suspended
Suspended

11 1R K

Warking Set
4K
6428 K

PID Desc ™
0
4
n/a Hardw
268 Windc
348 Client
408 Winde
512 Servic
584 Host F

- 2156 Runtin

1308 Winde

1244 Shell |
832 Host F
884 Virtual
896 Host F
A Hoet F ¥

>

CPU Usage: 6.11% Commit Charge: 29.44% Processes: 47 Physical Usage: 47.19%
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System Services and Drivers

h Services

450

300

150

I Drivers

181

10

-~
Lo
Windows 7 SP1 Windows 8.1 Windows 10
Services 150 169 196
Drivers 238 253 291
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Service Privilege Levels

Windows 7 SP1 Windows 8.1 Windows 10

Local System 53.69% 56.89% 61.14%

Local Service 32.21% 31.14% 28.50%

Network Service 14.09% 11.98%

10

Windows 8.1 Update 1 Windows 10
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SVCHOST Running as User?

D

[z svchost exe
[#=|svchost .exe

s spoolsy exe

[#z|svchost exe

[n=|svchost exe

[z svchost exe

(15| MsMpEng exe

o=, Searchindexer.exe

I Evchost exe

(=] NisSrv exe

[z svchost exe
[nz|lsass exe

NT AUTHORITY\LOCAL SERVICE

NT AUTHORITYSNETWORK SERVICE

NT AUTHORITYA\SYSTEM
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITYA\SYSTEM
NT AUTHORITYA\SYSTEM
NT AUTHORITYA\SYSTEM
NT AUTHORITY\SYSTEM
DESKTOP-FITOPC \wser
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITYA\SYSTEM
NT AUTHORITY\SYSTEM

Malware?
Nope!

/
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Service Start Mode

M Adto WM Manual [ Triggered M Disabled

Windows 7 Windows 8.1 Windows 10

Auto 30.07% 26.19% 24.10%

Disabled 5.23% 3.57% 2.05%

Manual 53.59% 43.45% 42.56%

Triggered 11.11% 26.79% 31.28%

10

\Windows 10
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Accessible Device Objects

h ReadMWrite [l Read-Only

Windows 7 Windows 8.1 Windows 10
Read/Write 64 54 52
Read-Only 6 6 5
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|Isolated User Mode

Device
Drivers
Ring O
) 4 )
User Isolated
REC User
Ring 3 Mode Mode
; Y N Y

Hypervisor
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solated LSASS

!
N B8 mimikatz 2.0 alpha 164 (oe.e0)

Image from http://deploymentresearch.com/Research/Post/490/Enabling-Virtual-Secure-Mode-VSM-in-Windows-10-Enterprise-Build-10130
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But Sadly

)¢

e Not available in consumer builds only Enterprise
e (Can'’t use your own code to isolate anything
e \ery restrictive use
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Edge Browser — =
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Microsoft Edge Security 2

ActiveX is
gone(ish)

AppContainer Sandbox Always On

This site says...

Referencekrror: 'ActiveXObject' is undefined s
(= [m] wininit.exe
[= [m5] services exe

oK

= [

P-pp!f‘.cnrrtainer

James Forshaw @tiraniddo 16



Microsoft Edge and Flash

e

> O

BE Microsoft

ER Windows

B8 windows 10 - Microsoft X =+

| microsoft.com/s

Store

For home ~

Products - Support -

Windews 10 -

Devices -

<« Advanced settings

Show the home button

| @D on

Block pop-ups
@ on

Use Adobe Flash Player

@ on
Always use caret browsing

@ off

Caret browsing lets you select text using the keyboard.
F7 turns on caret browsing for the current tab.

Privacy and services

Some features might save data on your device or send it
to Microsoft to improve your browsing experience,
Learn more

Offer to save passwords
@ on

Manage my saved passwords

Save form entries

)¢

Nope!

James Forshaw @tiraniddo
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Has No One Learnt from the Past?

B ciuserswserDeskiope X+

> U |«

Nothing to see here!

DOM Explorer

% O o Find (Ctrl+F)

4 <html>
<head></head>

4 <body> Alnline style { a:
4 <seript>

Styles Computed Layout Events Changes

document. Jocation.href = “"calculator:"; }
</script>
<nlsNothing to see herel</nl>
</body>
</html>

Caleulator

— STANDARD

html  body  script

James Forshaw @tiraniddo
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Guess Trident Wasn't a Suitable Base?

|
7] edg
4 |

Lasl

Owl / edge_crash.html

e_crash.html
fconnect.mi c IE/feedba 7 ion-of-

<html>
<head>
<scripts
function boom() {

var iframe = document.getElementById{'iframel’');

document. location.href = '#';

iframe.parentMode . removeChild(iframe);

alert(history.state);
T
<fscript>

div id="div1"»
me id="iframel” widith="488" height="488" src="http://bing.com"></iframe>

Perform any interaction within the iframe (such a&s click a link) and after that click the crash button
<input type="button"™ value="crash" onclick="boom{);">
</b
</htm

James Forshaw @tiraniddo
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User Account Control - -

E; User Account Contraol 4

Do you want to allow this app to make changes to your
BEZ

? Program name: Mot Malware, Honest
M Verified publisher: Honest Joe's Software Emporium

File crigin: Hard drive on this computer

Show details

Change when these notifications appear

James Forshaw @tiraniddo 20



They've Fixed Some Bugs I've Reported

https://code.google.com/p/google-security-research/issues/detail?id=156

1¢ Issue 156: Windows: Task Scheduler S4U Logon Elevation of Privilege

T people starred this issue and may be notified of changes.

Status: WontFix
Owner:

Closed: Jan 2015
Ce:

PublicOn-2015-Jan-16
Vendor-Microsoft
Product-Windows
Severity-High
Finder-forshaw
Reported-2014-Noy-5
CCProjectZeroMembers
Deadline-90
MSRC-20968

Windows: Task Scheduler S4U Logon Elevation of Privilege
Platform: Windows 8.1 Update 32/64 bit (7 not tested)
Class: Elevation of Privilege

The windows task scheduler allows a split token administrator to register a task which runs as a batch job from a

¢ Issue 220: Windows: Applnfo AiCheckSecureApplicationDirectory Bypass

2 people starred this issue and may be notified of changes.

Status: WontFix
Owner:

Closed: Feh 2015
Cc:

Vendor-Microsoft

Product-Windows
Severity-Medium
Finder-forshaw
Reported-2014-Dec-15
CCProjectZeroMembers
Deadline-90
MSRC-21233

Windows: AppInfo AiCheckSecuredpplicationDirectory Bypass
Platform: Windows 8.1 Update, Windows 7
Class: Security Bypass/EoP

Summary :

The AppInfo service handles requests for UAC elevation. There's an issue with the checking of secure directories which
allows a user to install a UlAccess application without requiring full access to a secure directory leading to the
potential for EoP

Description:
When the AppInfo service launches a ULAccess or auto elevated application it checks that the location of the

executable file is in certain secure directories. For example it checks ‘Windows and ‘\Windows\System32 as well as
Program Files. However beczuse some directories are writable by normal wusers it explicitly excludes them. This

https://code.google.com/p/google-security-research/issues/detail ?id=220

James Forshaw @tiraniddo
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UAC Auto Elevation Directory Check

c:\windows\ | app.exe c:\windows\tracing\ | app.exe

\ \

James Forshaw @tiraniddo 22



Folder Permissions

Advanced Security Settings for Windows

MName: CA\Windows
COwner: Trustedinstaller & Change
Permissions Auditing | Effective Access
~
User/ Group: limiteduser (USER-WINB1-PC\limiteduser)  Select a user
View effective access
Effective access Permission Access limited by
x Full central File Permissions
cg"g Traverse folder / execute file
B List folder / read data
3 Read attributes
& Read extended attributes
* Create files / write data File Permissions
x Create folders / append data File Permissions
* Write attributes File Permissions
x « E
) Create files / write data S,

Create folders / append data

Write attributes

® K XK X

Write extended attributes

Apply

Advanced Security Settings for tracing

Name: C:\Windows\tracing
Owner: SYSTEM ) Change
Permissions _. Auditing ] Effective Access
~
User/ Group: limiteduser (USER-WINB1-PC\limiteduser) Select a user
View effective access
Effective access Permission Access limited by
* Full contral File Permissions
& Traverse folder / execute file
R List folder / read data
3 Read attributes
& Read extended attributes
& Create files / write data
& \ Create folders / append data
¥ 3 Write attributes
2 r . 2
- 5 Create files / write data
x »
&
L 3 Create folders / append data !
& Write attributes
= Write extended attributes

James Forshaw @tiraniddo
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AiCheckSecureApplicationDirectory Bypass u

e Need to be able to write a file with a secure path
e How can we write to C:\Windows without writing to C:\Windows?

c:\windows\ - c:\windows\ -

\ |

James Forshaw @tiraniddo 24



NTFS Alternate Data Streams FTW!

e Only need FILE_ WRITE_DATA/FILE_ADD_FILE access right on
directory to created named stream.

James Forshaw @tiraniddo 25



Didn’t Fix All my UAC Bypasses Though

17 Issue 219: Windows: NtUserGetClipboardAccessToken Token Leak

2 people starred this issue and may be notified of changes.

Status: Fixed
Owner:
Closed: Mar 10
Cc:

Vendor-Microsoft
Product-Windows-Kernel
Severity-medium
Finder-forshaw
Reported-2014-Dec-15
CCProjectZeroMembers
Deadline-90
MSRC-21232
CVE-2015-0078
MS15-023

Windows: NtUserGetClipboardAccessToken Token Leak
Platform: Windows 8.1 Update (Windows 7 not wvulnerable)
Class: Security Bypass/EoP

Summary :

The NtUserGetClipboardAccessToken win32k system call exposes the access token of the last user to lower-privileged
users. It can also be used to open an anonymous impersonation thread token which normally OpenThreadToken shouldn't be

able to do.
Description:

The NtUserGetClipboardAccessToken method opens a token object which is captured during the MtUserCloseClipboard system
call assuming that the caller has written something to the clipboard.

The actusl code goes something like:

https://code.google.com/p/google-security-research/issues/detail?id=219

James Forshaw @tiraniddo
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DEMO

Elevated Token Capture



Well MS Almost Did - -

it Token Level If Process has
Impersonate
< Impersonate Privilege

Elevation
Check

James Forshaw @tiraniddo 28



)¢

Elevated Token Impersonation

e Blocks impersonating an elevated token unless process token is
also elevated
e Must be enabled in SeCompatFlags kernel flag

if (SeTokenIsElevated(ImpersonationToken)) {
if ((SeCompatFlags & 1)
&& !SeTokenIsElevated(ProcessToken)) {
return STATUS_PRIVILEGE_NOT_HELD;

James Forshaw @tiraniddo 29



In The End Still the "Wrong” Default IMO!

3& Change Your Account Type - |

« Sl &!,« User... » Change.. v O Search Control Panel

Select your new account type

user

R Local Account
Administrator
Passwaord protected

You can't change your account type because you have the only administrator account
PC. You must make ancther user an administrator before you can change your acco

Standard

Standard accounts can use most software and change system settings thatdon't affect
other users ar the security of this PC,

(® Administrator

Administrators have complete control over the PC. They can change any settings and
access all of the files and programs stored on the PC,

Why is a standard account recommended?

Change Account Type Cancel

X

A

& User Account Control Settings = O X

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs frem making changes to
your computer.
Tell me more about User Account Control settings

Always notify

= = Notify me only when apps try to make changes to
my computer (default)

# Don't notify me when | make changes te
- - Windows settings

o Recornmended if you use familiar apps and visit
- - familiar websites.

Mever notify

[ S0k || Concel

James Forshaw @tiraniddo 30



If You Change Task Manager Needs a Prompt =

G User Account Control =

* Do you want to allow this app to make changes to your
P

Program name:  Task Manager

Verified publisher: Microsoft Windows

Show details

Change when these notifications appear
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Windows Symbolic Links

/ Windows 2000 - Feb 17 2000
NTFS Mount Points and

Directory Junctions

CERTIFIED FOR
Windows
Vistam

Windows NT 3.1 - July 27 1993
Object Manager Symbolic Links
Registry Key Symbolic Links

Windows Vista - Nov 30 2006
NTFS Symbolic Links

%

James Forshaw @tiraniddo

32



Mitigated in Sandboxes 2

B NTFS Mount Points “M“'En

<><> Registry Key Symbolic

g BANNED
Object Manager ll M I'I'E n
Symbolic Links
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Mitigations Backported
Microsoft Security Bulletin MS15-090 - Important

2 out of 3 rated this helpful - Rate this topic

Vulnerabilities in Microsoft Windows Could Allow Elevation of Privilege (3060716)

Published: August 11, 2015

Version: 1.0

4 Executive Summary

This security update resolves vulnerabilities in Microsoft Windows. The vulnerabilities could allow elevation of privilege if an
attacker logs on to an affected system and runs a specially crafted application or convinces a user to open a specially crafted
file that invokes a vulnerable sandboxed application, allowing an attacker to escape the sandbox.

This security update is rated Important for all supported releases of Microsoft Windows except Windows 10, which is not
affected. For more information, see the Affected Software section.

The security update addresses the vulnerabilities by correcting how Windows Object Manager handles object symbolic links
created by a sandbox process, by preventing improper interaction with the registry by sandboxed applications, and by
preventing improper interaction with the filesystem by sandboxed applications. For more information about the
vulnerabilities, see the Vulnerability Information section.

James Forshaw @tiraniddo 34



Mount Point Mitigation Bypass - =

NTSTATUS IopXxxControlFile(...) {
if (CtlCode == FSCTL_SET_REPARSE_POINT) {
PREPARSE_DATA BUFFER buffer = ...
if (NumberOfBytes >= 4 &&
buffer->ReparseTag == IO_REPARSE_TAG_MOUNT_POINT &&
RtlIsSandboxedToken(&SubjectSecurityContext, AccessMode) {
status = FsRtlValidateReparsePointBuffer(NumberOfBytes, buffer);
if (INT_SUCCESS(status)) {
return status
}
name.Length name.MaximumLength = buffer->SubstituteNamelLength;
name.Buffer = &buffer->PathBuffer[0o];
InitializeObjectAttributes(&obja, &name, OBJ_FORCE_ACCESS CHECK|OBJ_KERNEL_ HANDLE);
status = ZwOpenFile(&FileHandle, FILE_GENERIC_WRITE, &obja, ..., FILE_DIRECTORY_FILE);
if (INT_SUCCESS(status)) {
return status;

¥
ZwClose(FileHandle);

James Forshaw @tiraniddo 85)



Mount Point Mitigation Bypass — =

NTSTATUS IopXxxControlFile(...) {
if (CtlCode == FSCTL_SET_REPARSE_POINT) {
PREPARSE DATA BUFFER buffer = ...
if (NumberOfBytes >= 4 &&
buffer->ReparseTag == IO_REPARSE_TAG_MOUNT_POINT &&
RtlIsSandboxedToken(&SubjectSecurityContext, AccessMode) {
status = FsRtlValidateReparsePointBuffer(NumberOfBytes, buffer);
if (!NT_SUCCESS(status)) {
return status
¥
name.Length = name.MaximumLength = buffer->SubstituteNameLength;
name.Buffer = &buffer->PathBuffer[0];
InitializeObjectAttributes(&obja, &name, OBJ_FORCE_ACCESS CHECK|OBJ_KERNEL_HANDLE);
status = ZwOpenFile(&FileHandle, FILE GENERIC WRITE, &obja, ..., FILE DIRECTORY_FILE);
if (INT_SUCCESS(status)) {
return status;

}
ZwClose(FileHandle);
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Mount Point Mitigation Bypass - =

NTSTATUS IopXxxControlFile(...) {
if (CtlCode == FSCTL_SET_REPARSE_POINT) {
PREPARSE _DATA BUFFER buffer = ...
if (NumberOfBytes >= 4 &&
buffer->ReparseTag == I0 REPARSE_TAG_MOUNT_POINT &&
RtlIsSandboxedToken(&SubjectSecurityContext, AccessMode) {
status = FsRtlValidateReparsePointBuffer(NumberOfBytes, buffer);
if (INT_SUCCESS(status)) {
return status
}
name.Length = name.MaximumLength = buffer->SubstituteNamelLength;
name.Buffer = &buffer->PathBuffer[0o];
InitializeObjectAttributes(&obja, &name, OBJ_FORCE_ACCESS_CHECK|OBJ_KERNEL_HANDLE);
status = ZwOpenFile(&FileHandle, FILE_GENERIC_WRITE, &obja, ..., FILE_DIRECTORY_FILE);
if (INT_SUCCESS(status)) {
return status;

}
ZwClose(FileHandle);
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Time of check-Time of use

/ High Privileged Process\

\??\c:\somepath\xyz Not Equal > \??\c:\somepath\xyz

- 4
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Dos

Devices History

DosDevices

DosDevices

'

/ Windows 2000 \
.

DosDevices

'

\ 22 /

\ ?7? Per-Process /

/ Windows XP Onwards \

DosDevices

Per-User Per-Process

Virtual ??

v

\ GLOBAL?? /

James Forshaw @tiraniddo
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Dos

Devices History

DosDevices

DosDevices

'

/ Windows 2000 \
DosDevices

'

\ 22 /

\ ?7? Per-Process /

/ Windows XP Onwards \

DosDevices \

Per-Process

Per-User

Virtual ??

v

GLOBAL??

/

Use
This!

James Forshaw @tiraniddo 40



Abusing Per-Process Device Map

/ High Privileged Process\

\??\c:\somepath\xyz \??\c:\somepath\xyz

\Device\NamedPipe\ < Not Equal > \??\c:\somepath\xyz

https://code.google.com/p/google-security-research/issues/detail ?id=486
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Sandbox Winter is Coming!

wrefs to RtllsSandboxedToken

Direction Typ Address

ObpParseSymbolicLink+17B

Text

Rtlls5andboxed Token

SepFilterToken+ A0

call

5= Up p  MtCreateSymbolicLinkObject+177 call RtllsSandboxedToken
@ Do.. p CmSetValueKey+7F3 call RtllsSandboxedToken
E Do.. p  lop¥oaControlFile+121C call RtllsSandboxedToken
Do.. p MNtDuplicateToken+137 call  RtllsSandboxedToken
Do.. p MNtDuplicateToken+14C call RtllsSandboxedToken
Do.. p  NtSetlnformationProcess+1279 call RtllsSandboxedToken
Do.. p  CmpCheckCreatefAccess+AD call RtllsSandboxedToken
[s2] Do.. p  SepFilterToken+ASC call RtllsSandboxedToken
o P

Rtlls5andboxedToken

New in October Kernel
Release

Line 1 of 10

I oK | | Cancel

: [ Search

Help

James Forshaw @tiraniddo
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DEMO

NTFS Mount Point Mitigation Bypass



Win32k Hardening

y

(¢

Go gle winazk

Search tools
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Fonts Are Bad

-~
L
google-security-research
ﬁ Google Security Research | Search projects
Project Home — Wiki | 1 Source | Export to GitHUb.|
Mew issue| Search| All issues ¥ | for font vendor:Microsoft Product:Kemel |Search| Advanced search Searchtips Subscriptions
1-190f 19 List| Grid
Owner v Summary + Labels v
mjurc...@google.com  Windows Kernel ATMFD.DLL DoS via unlimited CharString program execution CCPrjectZernMembers
mjurc...@google.com  Windows Kemel ATMFD.DLL out-of-bounds reads from the input CharString stream  ccrmetzenhambers
mjurc...@google.com  Windows Kernel ATMFD.DLL off-by-x oob reads/writes relative to the operand stack ccPrjectZernMembers
mjurc...@google.com  Windows Kemel ATMFD.DLL kernel pool memory disclosure via uninitialized transient array  ccProeciZerhambers
mjurc...@google.com  Windows Kemel ATMFD.DLL readfwrite-what-where in LOAD and STORE operators  ccPrjectZeralMembers
mjurc...@google.com  Windows Kernel ATMFD.DLL pool-based buffer overflow in Counter Control Hints ccrrjectzeramembers
mjurc...@google.com  Windows Kemel ATMFD.DLL pool-based buffer underflow due to integer overflow in STOREWV  ccPrjectzerniembers
mjurc...@google.com  Windows Kemel ATMFD.DLL unlimited out-of-bounds stack manipulation via BLEND operator  ccrmectZeraMambers
mjurc._..@google.com  Windows Kernel win32k.sys TTF font processing: pool-based buffer overflow in the IUP[] program instruction ccPrjectzeroMembers
mjurc...@google.com  Windows Kemel ATMFD.DLL OTF font processing: pool-based buffer overflow with malformed GPOS table ccrrjectzerohembars
mjurc...@google.com  Windows Kemel win32k.sys TTF font processing: pool-based buffer overflow in win32klscl_ApplyTranslation ccrmicizerhembers
mjurc__@google.com  Windows Kernel ATMFD.DLL out-of-bounds reads from the input CharString stream ccPrjectZeroMembars
mjurc...@goegle.com  Windows Kemel ATMFD.DLL invalid memory access due to malformed CFF table (ATMFD+0x34072 / ATMFD+0x3407b) ccrrjciZerahembers
mjurc...@google.com  Windows Kemel ATMFD.DLL invalid memory access due to malformed CFF table (ATMFD+0x3440b / ATMFD+0x3440e) ccrrojciZernhembers
mjurc...@google.com  Windows Kernel ATMFD.DLL write to uninitialized address due to malformed CFF table ccrrjecizeroMembers
mjurc...@google.com  Windows Kemel ATMFD.DLL out-of-bounds read due to malformed Name INDEX in the CFF table ccProsctzeniembers
mjurc...@google.com  Windows Kernel ATMFD.DLL out-of-bounds read due to malformed FDSelect offset in the CFF table ccrrjectZeroMembears
mjurc...@google.com  Windows Kemel win32k.sys TTF font processing: out-of-bounds pool memory access in wind2klfsc_RemoveDups  coPrjectZernMembers
mjurc...@google.com  Windows Kemel win32k.sys TTF font processing: out-of-bounds pool write in win32klfsc_BLTHoriz  ccrrjectzenMembers
James Forshaw @tiraniddo
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Making it Less Bad

Disable Custom Font Policy
(undocumented)

PROCESS MITIGATION_ FONT_DISABLE POLICY
policy = { @ };

policy.DisableNonSystemFonts = 1;
policy.AuditNonSystemFontLoading = 1;

SetProcessMitigationPolicy(
ProcessFontDisablePolicy,
&policy,
sizeof(policy));

User Mode Font Driver

[ fontdrvhost.exe:828 Properties - O *
GPU Graph Threads TCR{IP Security Environmen t String!
Image Performance Performance Graph Disk and Metwork.
Image File
’T Usermode Font Driver Host
Microsoft Corporation

Version:  6,3.10240.16430
Build Time: Sat Aug 08 07:24:00 2015
Path:

| C:\Windows'System32\fontdrvhost.exe

| Explore

Commary d line:

| “fontdrvhost.exe”

Current directory:

| Cr\Windows\System32}

Autostart Location:

| nfa

| Explore

Parent: winlogon.exe{468)
User: DESKTOP-FITOPCQ yuser
Started:  16:20:42 07/09/2015 Image: 64-bit

Comment: | ‘

S —

Data Execution Prevention (DEP) Status: DEP (permanent)

Address Space Load Randomization: High Entropy, For

cancel

Verify
Bring to Front

Kill Process

ce Relocate

James Forshaw @tiraniddo
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U Mode Font Dri 2
ser iviode ron river N
BE Token View i O % fontdrehost.exe: 828 Permissions 7 b
Main Detalls Groups = Privileges  App Cortainer Defaut Dacl Misc  Operations Security
Token
User |DESKTOP-F5TBPCO\u5er | (Group or user names:
User SID: |S-1-5»21—2€?3626951-3233146653425941m?-1m1 |
Impersonation Level:
Authertication 1D
Add... Remove
Modied 1D: Permissions for SYSTEM Alow Dery
Integrity Level: Low - Set Integrity Level Full Control I:l
) T : Read |
; b ]
Swintss [ ] fee -
Elevation Type: Linked Token Special permissions
Source
F ial j=3i d d settings,
e m di;;]:ﬁaﬂﬂp;ﬂ;ls&lons or advanced settings _ﬁdva_lnced
Pemissons | Cancsl
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Process Token Default DACL

Before September Patch

a5l Token View —

O X
Main Details  Groups  Privileges  App Container Default Dacl  Misc  Operstions
Default Owner: | DESKTOP-FITOPCG wiser |
Primary Group: | DESKTOP-FSTOPCQ\None |
Group Access Flags Type
DESKTOP-FSTOPCQ user GenericAll None AccessAllowed
NT AUTHORITY\SYSTEM GenericAll None AccessAllowed
5-1-5-5-0-233041 GenericExecute, GenericRead MNone  AccessAllowed
5-1-15-2-95735096-486727260-2... GenericAl None  AccessAllowed

After September Patch

a5 Token View

- O X

Main Details Groups  Privileges  App Container Default Dacl  Misc  Opertions

S5-1-15-2-95735096-486727260-2033287795-385358...  GenericAll

Defautt Owner: | DESKTOP-FITOPCQ wiser |

Primary Group: | DESKTOP-FSTOPCQ \None |
Group Meocess Flags Type
OWNER RIGHTS GenericAll Mone AccessDenied
NT AUTHORITY\SYSTEM GenericAll MNone  AccessAllowed

None AccessAlowed
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read DACLs Allow User Access

Hacker View Tools Users Help

%, Refresh "¢ Options | 8 Find Handles or DLLs 3% Systemn Information | (] ._E;l b 4

Processes  Services Metworkc Disk

MName

svchost.exe

[5] svchost.exe

[] svchost.exe

@ spoclsv.exe

[0 svehost.exe

svchost.exe

svchost.exe

[ MsMpEng.exe

NisSrv.exe

¢-u Searchindexer.exe

svchost.exe

[0 svchost.exe
[0] Isass.exe
‘;winlogon.exe
dwm.exe
[#:] fontdrvhost.exe
¥ 3 explorer.exe

" VBoxTray.exe
S SnippingTool.exe

rocessHacker.exe

i

MpCrndRun.exe

CPU

1/0 Tota

CPU Usage: 42.21% | Physical Memory: 47.05%

Processes: 44

Search Processes [Ctri+K) 2

Handles GPU
Performance

Environment
Statistics

Memory

General Threads

Disk and Network

Comment

Token Modules

EPU Cycles Delta  Start Address
fontdrvhost.exe
fontdrvhost.exe
fontdrvhost.exe
fontdrvhost.exe
fontdrvhost.exe

<

Start Module: | C:\Windows\System32\fontdrvhost. ex:

Started: 14:58:25 09/09/2015

State: Wait:UserRequest Priority:
Kernel Time: 00:00:00.000  Base Priority:
User Time: 00:00:00.000  I/O Priority:
Context Switches: 1 Page Priority:
Cycles: 111,920

Ideal Processol

Permissions for Thread 2024

Security
(Group or user names:
H8 SYSTEM

a user (DESKTOP-FITOPCQ wser)
a? LogonSessionld_0_233041 (NT AUTHORITY)

Pemissions for Account
Unknown(S-1-15-2-95735056-48¢

Full control

Query limited information
Query information

Set limited information
Set information

For special pemissions or advanced settings,

click Advanced. Advanced

Cancel
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Extra, UMFD Only Win32k Escape Calls

NtGdiEscape Command UMFD Escape Call

13 UmfdEscEngGetFileChangeTime

14 UmfdEscEngGetFilePath

15 UmfdEscEngComputeGlyphSet

16 UmfdEscEngCreateFile

17 UmfdEscParseFontResources

18 atmfdFontManagement (enable kernel ATMFD driver)
And Others
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UmfdEscEngCreateFile in Win32kFull.sys

Before September Patch

After September Patch

// Name is \SystemRoot\System32\QLCLF.ATM,
// ATMLIB.DLL or FAC.ATM
HANDLE EngCreateFile(UNICODE_STRING Name,
BOOL ReadOnly) {
ACCESS_MASK Access = FILE_GENERIC_READ;
OBJECT_ATTRIBUTES Attrs;
HANDLE Handle = -1;
ULONG Disposition

FILE_OPEN;

if (!ReadOnly) {
Access |= FILE_WRITE_DATA;
Disposition = FILE_OPEN_IF;
}

InitializeObjectAttributes(&Attrs, &Name,
OBJ_CASE_INSENSITIVE,

S
ZwCreateFile(&FileHandle, Access, &Attrs, ...,

Disposition, ...);

return FileHandle;

// Name is only \SystemRoot\System32\FAC.ATM
HANDLE EngCreateFile(UNICODE_STRING Name) {
ACCESS_MASK Access = FILE_GENERIC_READ;

OBJECT_ATTRIBUTES Attrs;
HANDLE Handle = -1;
ULONG Disposition = FILE_OPEN;

InitializeObjectAttributes(&Attrs, &Name,
OBJ_CASE_INSENSITIVE, ...);
IoCreateFile(&FileHandle, FILE_GENERIC_READ,
&Attrs, ..., FILE_OPEN, ...,
I0_FORCE_ACCESS_CHECK);

return FileHandle;
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UmfdEscEngCreateFile in Win32kFull.sys

Before September Patch

After September Patch

// Name is \SystemRoot\System32\QLCLF.ATM,
// ATMLIB.DLL or FAC.ATM
HANDLE EngCreateFile(UNICODE_STRING Name,
BOOL ReadOnly) {
ACCESS_MASK Access = FILE_GENERIC_READ;
OBJECT_ATTRIBUTES Attrs;
HANDLE Handle = -1;
ULONG Disposition FILE_OPEN; Attacker

if (!ReadOnly) { 4/ Controlled

Access |= FILE_WRITE_DATA;
Disposition = FILE_OPEN_IF;
}

InitializeObjectAttributes(&Attrs, &Name,

No Security Check _—w OBI_CASE_INSENSITIVE,
S
ZwCreateFile(&FileHandle, Access, &Attrs, ...,

Disposition, ...);

return FileHandle;

// Name is only \SystemRoot\System32\FAC.ATM
HANDLE EngCreateFile(UNICODE_STRING Name) {
ACCESS_MASK Access = FILE_GENERIC_READ;

OBJECT_ATTRIBUTES Attrs;
HANDLE Handle = -1;
ULONG Disposition = FILE_OPEN;

InitializeObjectAttributes(&Attrs, &Name,
OBJ_CASE_INSENSITIVE, ...);
IoCreateFile(&FileHandle, FILE_GENERIC_READ,
&Attrs, ..., FILE_OPEN, ...,
I0_FORCE_ACCESS_CHECK);

return FileHandle;

All Gone
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52



Process Silos . -

e New process container mechanism

e Possibly related to docker support
e \Works in a similar fashion to process jobs

NTSTATUS NtCreateSiloObject(
PHANDLE handle,

ACCESS MASK DesiredAccess,
POBJECT ATTRIBUTES ObjectAttributes);
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Opening Device Object

\Device\Harddiskl\SomeName

/ Native NT Path

N\

\Device\Harddisk1l \SomeName
Device Path \ Device
g —— ) Namespace Path

Handler

Harddisk Driver

Driver Responsible for
Security
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Replace the Root Object Directory

// Create anonymous directory object
InitializeObjectAttributes(&0bjectAttributes,

NULL, ©, NULL, NULL);
NtCreateDirectoryObject(&hDir, &0bjectAttributes, ...);

NtSetInformationSiloObject(hSilo, SiloObjectRootDirectory,

&hDir, sizeof(hDir));
NtAssignProcessToSiloObject(hSilo, GetCurrentProcess());
// Process root directory now empty

Exploit: https://code.google.com/p/google-security-research/issues/detail?id=459
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https://code.google.com/p/google-security-research/issues/detail?id=459

Fixed in RTM

)¢

e Silo functionality rolled into Job objects
e Changed object directory now behind a TCB check
e Shame for Chrome, would have been a useful feature
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Public Service Announcement N

Doing too much security
research on Beta software
can make you sad



(Dis)Honourable Mentions

= Control Flow Guard (CFG)

% Privacy Options

= Cumulative Updates

¥ Microsoft Cross-Signed Drivers



Conclusions

2 steps forward, 1 step back. Still plenty of things to attack!
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DEMO

Local System Elevation



Good Old Issue 222

Google Secu

google-security-research

Project Home  Wiki | Issues | Source | Export to GitHub

irity Research

Mew issue| Search

Status: WontFix
Closed: Mar 18

Vendor-Microsoft
Product-Windows
Severity-High
Finder-forshaw
Reported-2014-Dec-18
CCProjectZeroMembers
Deadline-90
MSRC-21243

Sign in to add a comment

Issue 222: Windows: Local WebDAV NTLM Reflection Elevation of Privilege

10 people starred this issue and may be notified of changes. Back to list

e Qg ale. i @ i ara
Owner: fors..@google.com Windows: Local kWebDAV NTLM Reflection Elevailon of Privilege

Ce: project-. @google com ~ Class: Elevation of Privilege

Open issues v | for Search| Advanced search Search tips Subscriptions

" Reported by fors _@google com, Dec 18, 2014
Platform: Windows 8.1 Update, Windows 7

Summary :
& default installation of Windows 7/8 can be made to perform a NTLM reflection attack through WebDAY which allows & local user to elevate
privileges to local system.

Description:

NTLM reflection is & well known issue with Windows authentication. It’s typically abused in networked scenarics to reflect credentials
from cne machine to another. It used to be possible to reflect credentials back to the same machine but that was mitigated in MS@B-868 by
not honouring NTLM authentication sessions already in flight. However this did nothing to stop cross-protocol attacks.

The WebClient service for WebDAV (which is installed and enabled by default, although you’d need to start it using its serwvice trigger)
also does NTLM authentication if the server reguests it. As Windows has no block on binding to TCP ports < 1824 from a normal user account
then we can setup our own WebDAV server running as & normal user bound to localhost {so also no firewall issues). If we can convince
another user, ideally local system to connect to the WebDAV server we can start an NTLM authentication session. This can then be replayed
locally to the TCP/IP CIFS service endpoint te authenticate as that user. If this was a local system account then that gives you full
local admin privs, you can read/write any file on the system through the admin shares. You could also bind to local named pipes such as
the service manager and create a new privileged service.

https://code.google.com/p/google-security-research/issues/detail ?id=222

James Forshaw @tiraniddo

61


https://code.google.com/p/google-security-research/issues/detail?id=222
https://code.google.com/p/google-security-research/issues/detail?id=222

Questions?




